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Abstract

The scope of this project is to give an overview of the Wireless Local Area Network (LAN) infrastructure, components, functions, and communication. Moreover, this paper also discusses the IEEE standard 802.11 technology that is used by all wireless networks specifically 802.11a and 802.11b. In addition, this paper will focus mainly on PC Clients and hardware Access Points. This paper also touches base on wireless network security and why wireless network has became a popular option when compared with traditional wired networks.
1. Introduction
The term wireless network refers to technology that enables two or more devices such as computers, printers to communicate with each other, and to access data from file servers using standard network protocols without the use of network cabling.

Traditionally, in order to link devices like computers and printers within a local area network, it requires the use of cables. Cabling can be very expensive to install, especially when we have to run cables through walls, ceilings or floors to link all devices together from multiple office spaces. In addition, they can add to the clutter of an office environment not to mention the high cost of cables, one that is impossible to recoup when  the companies move from one place to another. The solution to this problem is wireless network.

Wireless networks allow us to connect all devices together without the use of cables. They allow the data to be transmitted between devices using radio frequencies. For users, wireless networks work the same as wired systems. Users can share files and applications, exchange emails, access printers, share access to the Internet and perform any other task just as if they were connected to the network using cables. 
Wireless networks have a range of hundreds of feet, enabling users to link to the network anywhere within most facilities and even from outside on the ground. Wireless networks solutions also can link to existing cabled networks, allowing you to expand your present system by adding a wireless segment.

Wireless networks are easy to install and operate comparing to traditional wired networks. With today’s advanced solutions, wireless networks require virtually no technical expertise to implement and deploy. The costs for these wireless networks are affordable, companies can save a lot of money by eliminating the costs of cabling. Therefore, for many deployments, wireless solutions provide significant cost saving over conventional networking strategies.
2. Configuration
Wireless networking hardware requires the use of underlying technology that deals with radio frequencies as well as data transmission. The most widely used standard is 802.11 produced and imposed by Institute of Electrical and Electronic Engineers (IEEE). This is a standard defining all aspects of Radio Frequency Wireless networking.
In IEEE’s proposed standard for wireless LAN (IEEE 802.11), there are two different ways to configure a network: ad-hoc and infrastructure.

a. An ad-hoc, or peer-to-peer wireless network configuration consists of a number of computers each equipped with a wireless networking interface card. Each computer can communicate directly with all of the other wireless enabled computers. (See Figure 1) They can share files and printers this way, but may not be able to access wired LAN resources, unless one of the computers acts as a “bridge” to the wired LAN using special software. (This is called “bridging”). [2]
b. Unlike an ad-hoc, infrastructure configuration uses fixed network Access Points, or sometime called base stations, with which mobile nodes can communicate with each other using these Access Points. In this type of wireless network configuration the Access Point acts like a hub, providing connectivity for the wireless computers. It can connect (or “bridge”) the wireless network to a wired network, allowing wireless computers access to network resources, such as file servers, printers or existing Internet Connectivity. [2] (See Figure 2)
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 Figure 1: Ad-Hoc or Peer-to-Peer
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     Figure 2: Access Point Networking

There are two types of access points: Dedicated hardware Access Points (HAP) and Software Access Points which runs on a computer equipped with wireless network interface card as used in an ad-hoc or peer-to-peer wireless network. Users on the wireless LAN can shares files and printers located on the wired LAN and vice versa with appropriate networking software support. [2]
3. Components
We will be focusing on Wireless Network using hardware access points mainly because it is widely use by many organizations. Each access point has a finite range that allows the wireless connection and the communication between client computers to be maintained. The actual distance in the wireless connection can be maintained may vary depending upon the environment; typically, manufactures will provide the information on both indoor and outdoor ranges to give users a reasonable indication of performance. Also it should be noted that when operating the access points at their range limits, the performance might drop as the quality of connection might deteriorates and the system compensates.
Typical indoor ranges are 150-300 feet, but can be shorter due to the fact that the building construction might interfere with radio transmissions. However, it is possible to operate at longer ranges, but the performance will degrade as the distance increases. Outdoor ranges are expected to be up to 1000 feet, but again this depends upon the environment.

There is a question as how many wireless  network computers can be connected to a single access point. The answer to this question is that it is recommended that a limit of ten wireless network computers can be connected to a single access point. However with a more expensive access point, one can connect up to one hundred wireless connections.

Multiple access points can be connected to a wired LAN, or sometimes even to a second wireless LAN if the access point support this. In most case, separate access points are interconnected via a wired LAN, providing wireless connectivity in specific area such as offices or classrooms, but connected to a main wired LAN for access to network resources, such as file servers. (See Figure 3) [2]
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Figure 3: Multiple Access Points.
As mention earlier, each access point has a finite range that it can cover. If a single area is too large to be covered by a single access point then multiple access points or extension points can be used. An “extension point” is not defined in the wireless standard, but has been developed by some manufacturers. Some manufacturers produce extension points, which act as wireless relays, and have a range of a single access point. Multiple extension points can be strung together to provide wireless access to far away locations from the central access points. (See Figure 4) [2]
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Figure 4: Extension Point

When using multiple access points, each access point wireless area should overlap its neighbors. This provides a seamless area for users to move around from one access point area to the next. This method is called “roaming”.
A wireless computer can “roam” from one access point to another access point and still be able to maintain its wireless connectivity. In order to maintain the steady network connectivity, the signal strength needs to be monitored and maintain from in-range access point and locking on to the access point with the best signal quality.
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Figure 5: Roaming
Usually, this is completely transparent to the users; they are not aware that a different access point is being used from one area to the next area. Some access point configuration requires security authentication when swapping access points, usually in the form of a password dialog box.

Not all access points are capable of being configured to support roaming. Also, you can not use access points from different vendors when implementing roaming because there is no official standard for this feature.

4. Technology
The IEEE 802.11 is the first standard for wireless LAN products from an independent international organization developing the most of standards for wired networks. But the first established data rate in a wireless network did not meet the requirements of users by that time. And the developers had to create a new standard to make the Wireless LAN technology popular, cheap and attractive for modern tough business applications. [3]
In September 1999, the IEEE ratified the extension of the previous standard. The new IEEE 802.11b extension (also known as 802.11 High rate) defines a standard for products of wireless networks. The need in wireless access to local networks grows with the number of mobile devices such as notebooks and PDAs, as well as with the desire of users to be connected to a network without dealing with a network cable. [3]
Similar to all IEEE 802 standard, the 802.11 works on two lower levels of the ISO/OSI model: a physical and channel one. (International Organization for Standardization/ Open Systems Interconnection).  (See Figure 6) Any network applications, a network operating system or a protocol (e.g., TCP/IP) will work perfectly in the 802.11 network as in the Ethernet.
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Figure 6: Levels of the ISO/OSI model

5. IEEE 802.11 Layers
The IEEE 802.11 standard operates on both the Physical (PHY) layer and Data Link layer, which is divided into two    sub layers: the Medium Access Control (MAC) and Logical Link Control (LLC) layers.

Physical Layer
The PHY layer, which actually handles the transmission of data between nodes, can use either Direct Sequence Spread Spectrum (DSSS), Frequency-hopping  Spectrum, or Infrared (IR) pulse position modulation.

IEEE 802.11 set the data rates of either 1 Mbps or 2 Mbps and calls for operation in the 2.4 – 2.4835 GHz frequency band (in the case of spread-spectrum transmission), which is an unlicensed band for industrial, scientific, and medical (ISM) application, and 300 – 428,000 GHz for IR transmission. Infrared is generally considered to be more secure to eavesdropping, because IR transmissions require absolute line-of-sight links (no transmission is possible outside any simply connected space or around corners), as opposed to radio frequency transmissions, which can penetrate walls and be intercepted by third parties unknowingly. However, infrared transmissions can be adversely affected by sunlight, and the spread-spectrum protocol of 802.11 does provide some rudimentary security for typical data transfers. [4]
Data Link Layer

The LLC layer controls frame synchronization, flow control and error checking. The MAC layer is a set of protocol that is responsible for maintaining order in the use of a shared medium, often viewed as the “brain” of the network.
The 802.11 standard defines two forms of medium access, Distributed Coordination Function (DCF) and Point Coordination Function (PCF). DCF is mandatory and base on the carrier sense multiple accesses with collision avoidance (CMSA/CA) protocol. In this protocol, when a node receives a packet to be transmitted, it first listens to ensure no other node is transmitting. If the channel is clear, it then transmits the packet. [4]
As a condition to accessing the medium, MAC Layer checks the value of its network allocation vector (NAV), which is a counter resident at each node that represents the amount of time that the previous packet needs to send its packet. The NAV must be zero before a node can attempt to send a packet. Prior to transmitting a packet, a node calculates the amount of time necessary to send a packet based on the packet’s length and data rate. The node places the value representing this time in the duration field in the header of the packet. When nodes receive the packet, they examine this duration field value and use it as the basis for setting their corresponding NAVs. [4]

An important aspect of the DCF is a random “backoff factor” which determines the amount of time the node must wait until it is allow to transmit its packet. During periods in which the channel is clear, the transmitting node decrements its backoff counter. (When the channel is busy, it does not decrement its backoff counter). When the backoff counter reaches zero, the node transmits the packet. Since the probability that two nodes will chose the same backoff factor is small, collisions between packets are minimized. [4]

Whenever a packet is to be transmitted, the transmitting node first sends out a short ready-to-send (RTS) packet containing information on the length of the packet. If the receiving node hears the RTS, it responds with a short clear-to-send (CTS) packet. After this exchange, the transmitting node sends its packet. When the packet is received successfully, as determined by a cyclic redundancy check (CRC), the receiving node transmits an acknowledgment (ACK) packet. [4]
This back-and-forth exchange is necessary to avoid the "hidden node" problem, illustrated in Figure 7. As shown, node A can communicate with node B, and node B can communicate with node C. However, node A cannot communicate node C. Thus, for instance, although node A may sense the channel to be clear, node C may in fact be transmitting to node B. The protocol described above alerts node A that node B is busy, and hence it must wait before transmitting its packet.
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Figure 7: The hidden node problem
6. PHY Layer Functions
With the 802.11 technology, the PHY layer is divided into two sub-layers called Physical Layer Convergence Procedure (PLCP) and Physical Medium Dependent (PMD).

These are somewhat sophisticated terms that the standard uses to divide the major functions that occur within the Physical Layer. The PLCP prepares 802.11 frames for transmission and directs the PMD to actually transmit signals, change radio channels, receive signals, and so on. The PLCP takes each 802.11 frame that a station whishes to transmit and forms what the 802.11 standard refers to as a PLCP protocol data unit (PPDU). [5]
802.11a
In the 802.11a protocol, PHY Layer which use Orthogonal Frequency Division Multiplexing Scheme (OFDM) technology to support operation of up to 54 Mbps data rate in the 5 GHz UNII (Unlicensed National Information Infrastructure) band. High frequency results in a shorter range, therefore, require more channels.
OFDM is not a form of spread spectrum. Instead, OFDM divides a data signal across 48 separate sub-carriers within a 20MHz channel to provide transmissions of 6, 9, 12, 18, 24, 36, 48, or 54Mbps. Data rates of 6Mbps, 12Mbps, and 24Mbps are mandatory for all 802.11-compliant products. OFDM is extremely efficient, which enables it to provide the higher data rates and minimize multi-path problems. [6]
The PPDU includes the following fields in addition to the frame fields imposed by the MAC Layer: [6]

· PLCP Preamble. This field consists of 12 symbols and enables the receiver to acquire an incoming OFDM signal. 

· Rate. This field identifies the data rate of the 802.11 frame. As with 802.11b, the 802.11a PLCP fields, however, are always sent at the lowest rate, which is 6Mbps. 

· Reserved. This field is set to a logic zero. 

· Length. This field represents the number of octets contained with the frame.

· Parity. Based on values of the Rate, Reserved, and Length fields, this field contains a single-bit value that provides positive (even) parity. 
· Tail. This field is always set to logic zeros. 

· Service. This field consists of seven bits as logic zeros to synchronize the descrambler in the receiver and another nine bits (currently all logic zeros) reserved for future use. 

· PSDU. The PSDU, which stands for Physical Layer Service Data Unit, represents the contents of the PPDU (i.e., the actual 802.11 frame being sent).

· Tail. This field consists of six bits (all zeros) for receiver processing functions.

· Pad Bits. This field contains a number of bits in order to modify the frame size to equal a specific multiple of bits coded in an OFDM symbol.

802.11b
On the other hand, the PHY Layer in 802.11b uses Direct Sequence Spread Spectrum (DSSS) technology to support operation of up to 11 Mbps data rates in the 2.4 GHz band.
DSSS disperse the data packet signal over relatively wide (approximately 30 MHz) portion of the 2.4 GHz frequency band. This results in greater immunity to radio frequency (RF) interference as compared to narrowband signaling, which is why the Federal Communication Commission (FCC) deems the operation of spread spectrum systems as license free. Because of the relatively wideband DSSS signal, you must set 802.11b access points to specific channels to avoid channel overlap. [5]
In order to actually spread the signal, an 802.11 transmitter combines the PPDU with a spreading sequence through the use of a binary adder. The spreading sequence is a binary code. For 1Mbps and 2Mbps operation, the spreading code is the 11-chip Barker sequence, which is 10110111000. The binary adder effectively multiplies the length of the binary stream by the length of the sequence, which is 11. This increases the signaling rate and makes the signal span a greater amount of frequency bandwidth. 5.5Mbps and 11Mbps operation of 802.11b doesn't use the Barker sequence. Instead, 802.11b uses complementary code keying (CCK) to provide the spreading sequences at these higher data rates. CCK derives a different spreading code based on fairly complex functions depending on the pattern of bits being sent. The modulator simply refers to a table for the spreading sequence that corresponds to the pattern of data bits being sent. This is necessary to obtain the most efficient processing of the data in order to achieve the higher data rates. [5]
The 802.11b PPDU includes the following fields in addition to the frame fields imposed by MAC Layer: [5]

· Sync. This field consists of alternating 0s and 1s, alerting the receiver that a receivable signal is present. The receiver begins synchronizing with the incoming signal after detecting the Sync.
· Start Frame Delimiter. This field is always 1111001110 100000 and defines the beginning of a frame.

· Signal. This field identifies the data rate of the 802.11 frame, with its binary value equal to the data rate divided by 100Kbps. For example, the field contains the value of 00001010 for 1Mbps, 00010100 for 2Mbps, and so on. The PLCP fields, however, are always sent at the lowest rate, which is 1Mbps. This ensures that the receiver is initially uses the correct demodulation mechanism, which changes with different data rates.

· Service. This field is always set to 00000000, and the 802.11 standard reserves it for future use.

· Length. This field represents the number of microseconds that it takes to transmit the contents of the PPDU, and the receiver uses this information to determine the end of the frame.
· Frame Check Sequence. In order to detect possible errors in the Physical Layer header, the standard defines this field for containing 16-bit cyclic redundancy check (CRC) result. The MAC Layer also performs error detection functions on the PPDU contents as well.

· PSDU. The PSDU, which stands for Physical Layer Service Data Unit, is a fancy name that represents the contents of the PPDU (i.e., the actual 802.11 frame being sent).

7. MAC Layer Functions
All 802.11 technology use identical MAC having the same functions as following: [7]

· Scanning: Scanning is the process where radio NIC is searching for access point. The 802.11 standard defines two types of scanning: passive scanning and active scanning. Mandatory passive scanning where radio NIC scans individual channels to find the best access point signal. Periodically, access points broadcast a beacon, and the radio NIC receives these beacons while scanning and takes note of the corresponding signal strengths. The beacons contain information about the access point, including service set identifier (SSID) supported data rates, etc. The radio NIC can use this information along with the signal strength to compare access points and decide upon which one to use.
      Optional active scanning is   

      similar, except the radio NIC 

      initiates the process by  

      broadcasting a probe frame, and 

      all access points within range 

 respond with a probe response. Active scanning enables a radio NIC to receive immediate response from access points, without waiting for a beacon transmission.

· Authentication: Authentication is the process of proving identity, and the 802.11 standard specifies two forms of authentication: open system and shared key authentication. Open system authentication is mandatory, and it's a two step process. A radio NIC first initiates the process by sending an authentication request frame to the access point. The access point replies with an authentication response frame containing approval or disapproval of authentication indicated in the Status Code field in the frame body. 

     
Shared key authentication is an                            

     
optional four step process that 

    
bases authentication on whether 

     
the authenticating device has the 

     
correct WEP (wired equivalent 

privacy) key. The radio NIC starts by sending an authen-tication request frame to the access point. The access point then places challenge text into the frame body of a response frame and sends it to the radio NIC. The radio NIC uses its WEP key to encrypt the      challenge text and then sends it      back to the access point in      another authentication frame. The access point decrypts the      challenge text and compares it to 

the initial text. If the text is      equivalent, then the access point      assumes that the radio NIC has 

     the correct key. The access point 

     finishes the sequence by sending 

     an authentication frame to the  

     radio NIC with the approval or 

     disapproval.
· Association: Once authenticated, the radio NIC must associate with the access point before sending data frames. Association is necessary to synchronize the radio NIC and access point with important information, such as supported data rates. The radio NIC initiates the association by sending an association request frame containing elements such as SSID and supported data rates. The access point responds by sending an association response frame containing an association ID along with other information regarding the access point. Once the radio NIC and access point complete the association process, they can send data frames to each other.
· WEP: With the optional WEP enabled, the wireless NIC will encrypt the body (not header) of each frame before transmission using a common key, and the receiving station will decrypt the frame upon receipt using the common key. The 802.11 standard specifies a 40-bit key and no key distribution method, which makes 802.11 wireless LANs vulnerable to eavesdrop-pers.
  RTS/CTS: The optional request-to   

send and clear-to-send (RTS/CTS)    function allows the access point to control use of the medium for stations activating RTS/CTS. With most radio NICs, users can set a maximum frame length threshold whereby the radio NIC will activate RTS/CTS. For example, a frame length of 1,000 bytes will trigger RTS/CTS for all frames larger than 1,000 bytes. The use of RTS/CTS alleviates hidden node problems, that is, where two or more radio NICs can't hear each other and they are associated with the same access point. 

If the radio NIC activates RTS/CTS, it will first send a RTS frame to access point before sending a data frame. The access point will then respond with a CTS frame, indicating that the radio NIC can send the data frame. With the CTS frame, the access point will provide a value in the duration field of the frame header that holds off other stations from transmitting until after the radio NIC initiating the RTS can send its data frame. This avoids collisions between hidden nodes. The RTS/CTS handshake continues for each frame, as long as the frame size exceeds the threshold set in the corresponding radio NIC. 

  Power Save Mode: The optional power save mode that a user can turn on or off enables the radio NIC to conserve battery power when there is no need to send data. With power save mode on, the radio NIC indicates its desire to enter "sleep" state to the access point via a status bit located in the header of each frame. The access point takes note of each radio NIC wishing to enter power save mode, and buffers packets corresponding to the sleeping station. 

In order to still receive data frames, the sleeping NIC must wake up periodically (at the right time) to receive regular beacon transmissions coming from the access point. These beacons identify whether sleeping stations have frames buffered at the access point and waiting for delivery to their respective destinations. The radio NICs having awaiting frames will request them from the access point. After receiving the frames, the radio NIC can go back to sleep.

· Fragmentation: The optional fragmentation function enables an 802.11 station to divide data packets into smaller frames. This is done to avoid needing to retransmit large frames in the presence of RF interference. The bits errors resulting from RF interference are likely to affect a single frame, and it requires less overhead to retransmit a smaller frame rather than a larger one. As with RTS/CTS, users can generally set a maximum frame length threshold whereby the radio NIC will activate fragmentation. If the frame size is larger than the threshold, the radio NIC will break the packet into multiple frames, with each frame no larger than the threshold value. 
8. How does Wireless Network work?
In an 802.11 networking framework, each wireless network has a unique identifier known as Service Set Identifier (SSID). This is a32-character unique identify that acts as a password when a mobile device tries to connect to a wireless network or a set of wireless stations known as a Basic Service Set (BSS). An Extended Service Set (ESS) is a set of two or more BSSs that form a single sub network. [8]
When any wireless device wants to communicate with the network, they first go through as Access Point (AP). Therefore, all access points and all devices attempting to connect to a specific wireless LAN must use the same identifier SSID. Sometime, an SSID is also referred to as a network name because essentially it is the name that identifies the wireless network.

A device will not permit to join the BSS unless it can provide the unique SSID. Because SSID can be sniffed in plain text from a packet, therefore, it does not supply any security to the network. [8]
Each device on a network has a unique hardware address identifier known as Media Access Control Address (MAC Address). When a device provides a unique SSID to the network that it wants to connect to, the MAC layer will take the MAC address of that particular device and check against the MAC address table that located on the network. If the MAC address of the device exists in the table, then the permission to access the network is granted for that particular device. Otherwise, the device will not allow accessing the network. The MAC address table is the list of all the devices that allow connecting to a specific network.

One the device is allowed to connect to the network, it will start to transmit data packets using Wired Equivalent Privacy (WEP) protocol. WEP protocol is a security protocol for wireless LAN defined in the802.11b standard. It is designed to provide the same level of security as that of wired LAN. WEP aims to provide security by encrypting data over radio waves so that it is protected as it is transmitted from one end point to another.

As the result, all data packets are translated into a secret code using 0s and 1s before they are transmitted. Encryption is the most effective way to achieve data security. To read an encrypted file, the recipients must have access to a secret key or password that enables them to decrypt it.

There are two main types of encryption: asymmetric encryption (also called public-key encryption) and symmetric encryption. An asymmetric encryption system uses two separate keys, a public key that is known to everyone for encryption and a private key that is known only to recipient for decryption. On the other hand, symmetric encryption system uses a single key for both encryption and decryption. [11]
An important element to the public key system is that the public and private keys are related in such a way that only the public key can be used to encrypt messages and only the corresponding private key can be used to decrypt them. Moreover, it is virtually impossible to deduce the private key if you know the public key. [11]

9. Security
Wireless network security has been a major concern for everyone even though there has not been a single reported “break-in” or theft of confidential file over a wireless  access point.
One problem is that wireless network is using radio frequency to transmit the data, therefore, any wireless device with high-gain antenna can intercept the data quite easily.

Another problem is that most access point are setup to broadcast by default their SSID, the password used to identify who can access the network. In these situations, virtually anyone with compatible wireless card can attach to the network. [12]
Two major papers, from team at Berkeley and the University of Maryland (UMD) attacked the design of WEP as flawed on various grounds. The team at Berkeley demonstrated weaknesses due to key reuse and weak message authentication. The UMD paper showed the weaknesses of 802.11 access control mechanisms, even those based on WEP's cryptographic authentication. [13]
Although wireless network security is still a work in progress, but there are work around that hopefully make the attackers think twice before access the network. Some simple, low-cost ways to protect your network are use highest level of WEP (802.11a provides 152-bit encryption while 802.11b has 128-bit encryption), change the SSID default, implement infrastructure mode where all wireless clients on a network link directly via an access point or wireless router since the ad-hoc mode allows users to connect with other wireless LAN cards.

In addition, setup MAC Address Authentication via access control list (ACLs) and disable the “broadcast” mode in which access points periodically transmit their SSID. Hopefully, these pre-cautions will improve the security of a wireless network.

10. Future
A new standard 802.11g will address weakness from 802.11a and 802.11b. this protocol, which approved by IEEE in June 2003, will allow the same 54 Mbps as 802.11a with a better range similar to that of 802.11b and be backward compatible. 

Security probably is one of the most talks about aspects of wireless network that people will spend most of their time working on and try to improve it.
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